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(Part  T]      rLirct]lar[Al. 

Once  a(]rain  vr^.  diract  vowr  a.*:t.9.uti.nn  t*>  thm    InaufflclAnt 
jiacrfioy   In   tha  work  of   the   leai^iorff  aiH   op'^raticmal  voffc*i?«  fif 
th«    ra«id4nci«A*      Sorni^   ^f^mtion^l   «-<it*F4^?i    arri    )^4LAq    inl tinted 
into  affairs  of   tUa  ro^i^qncle-i  'rhlch  Itave  no  ralation  to   th* 
vork  which  tho;/  are  carryin<T  out.     Of  oouc«o  tMi   1^  tha  rn^ult 
Of  tallcativ-Tifinss  *nd  the   incvvltablo  rnnt'ortfl^ffft  of  brothnrlv'^  r«la- 
tioim  vKich   ar-a  maintained  ajnong  our  ^-'orJcerfi,      Tt   is  nec&Bflary 
to  all    [6  crroupa  ynraeovarad]    bat  *iftcJi  indivi??iii4l  opafational 
wdrltar  nhoulil  Know  on   the  qenaral  vorf;  of '''%he   raaideney  only  vhat 
^  is  necentarT  In  order  to  carry  ou^  th&  work  on  his  ovn  a"tBtfln»iant, 

In    th«   praminao    of    tha   cmbil^ny ,    lagatlon,    cronfliilata    (in    th^ 
Studies  and  vork  roonia  of  tha   re«ii1entfi)    and   in  the  private  a- 
partinenta,   probably  fitted  frith   special    [L  group  unidentified]  , 
ail cufl lions  are  heing  conducted  on  operational,  ^ruestions.     The?f« 
have  even  haen  case  a.  of   setting!  up   in   the  worh  roovi  a  confaranCA 
of  all  the  worh^srn  of  th*  rapldanoy  for  a  collective  diacunsion 
of  InstructionM  of  the    [C%  center]*     It  ia  oat«gori^'«^Iy  forbid- 
den during  inntructlon  and  qanorally  in  discufiAionr  paEticuLarly 
within  the  proiAisea,   to  tiie  the  real   flurnaivitis  of  worker 0  and   pro*^ 
batlon4ffl tSTAZhFRY] ,   naiflefl   of  cLtiaa   and  oountxiee^   officiala 
and  other  objectives-     Ail  this  should  ta   anootlad* 

[Part  II]    [1  group  unracovsredl    conaidering  the  oases  cited  above   it   is 
recfflnnanded  ins teed  of  convervatlon^  aloud  to  exchange  note 4, 
which  iimftdiatelY  after  auch  a  "aeccat  eonv«rsation"    [1  grou|> 
unidentified]    are  defltroyed*^     our  worhars  must  not  at  work  and 
in  private   Itfo    [A  groups  unracoverodl    from  other   [1   group  uni- 
dentified]  apparatus   and    [1  group  unraqoverad]    that  it  will   in- 
evitably lead  to  difl closure*      [1  qroup  unrecovar«d]>   othnr   [1 
group  unrecovered]   discussions   in  Ruaoinn  about    (S  groups  unre*=- 
covered] , 

fS  groups  i|nreoOvajcabLaJ 

violation  of  rules  of  ^4creoy  we  will   take   efcrlet  neasuree^      (1 
group  unid4nt.i£;isd]    provi^ling   tho  fie*f:!«?iB»iry   s'screcy  In  our  worlc 
to  a  conwidi^raJilpi  ^*t&Tit  -SflitMind^  upon   rh*   i^nrl'^r*  of  tins  r'*^*-* 
dancleA   thatnoalvea.     The  residontn   should  not   dhare  vith  their 
subordinates  comnunicatinns  vhich  thay  ere  not  auppoaad  to  know 
for  the  ^Kirk. 

No,  eit  P«w«w|ll 


TOP  SECRET[redacted]  VENONA 

[redacted] 

Reissue 

From:  MOSCOW 

To:  CANBERRA 

No:  233,232 

2  December  1943 

[Part  I]  Circular  [a]. 

Once  again  we  direct  your  attention  to  the  insufficient  secrecy  in  the 
work  of  leaders  and  operational  workers  of  the  residencies.  Some 
operational  workers  are  being  initiated  into  affairs  of  the  residencies 
which  have  no  relation  to  the  work  which  they  are  carrying  out.  Of 
course  this  is  the  result  of  talkativeness  and  the  inevitable  responses 
of  brotherly  relations  which  are  maintained  among  our  workers.  It  is 
necessary  to  all  [6  groups  unrecovered]  but  each  individual  operational 
worker  should  know  on  the  general  work  of  the  residency  only  what  is 
necessary  in  order  to  carry  out  the  work  on  his  own  assignment.  In  the 
premises  of  the  embassy,  legation,  consulate  (in  the  studies  and  work 
room  of  the  residents)  and  in  the  private  apartments,  probably  fitted 
with  special  [1  group  unidentified],  discussions  are  being  conducted  on 
operational  questions.  There  have  even  been  cases  of  setting  up  in  the 
work  room  a  conference  of  all  the  workers  of  the  residency  for  a 
collective  discussion  of  instructions  of  the  [C%  center].  It  is 
categorically  forbidden  during  instruction  and  generally  in  discussion, 
particularly  within  the  premises,  to  use  the  real  surnames  of  workers 
and  probationers  [STAZhERY],  names  of  cities  and  countries,  officials 
and  other  objectives.  All  this  should  be  encoded. 

[Part  II] 

[1  group  unrecovered]  considering  cases  cited  above  it  is 
recommended  instead  of  conversation  aloud  to  exchange  notes,  which 
immediately  after  such  a  "secret  conversation"  [1  group 
unrecoverable]  are  destroyed.  Our  workers  must  not  at  work  and  in 
private  life  [4  groups  unrecovered]  from  other  [1  group  unrecovered] 
that  it  will  inevitably  lead  to  disclosure.  [1  group  unrecovered]  other  [1 


group  unrecovered]  discussions  in  Russian  about  [5  groups 
un  recovered]. 

[5  groups  unrecoverable] 

violation  of  rules  of  secrecy  we  will  take  strict  measures.  [1  group 
unidentified]  providing  the  necessary  secrecy  in  our  work  to  a 
considerable  extent  depends  upon  the  leaders  of  the  residencies 
themselves.  The  residents  should  not  share  with  their  subordinates 
communications  which  they  are  not  supposed  to  know  for  the  work. 

No.  677 

PETROV  [i] 


Notes:  [a]  This  message  is  known  to  have  been  sent  also  to  HAVANA, 
MEXICO  CITY,  OTTAWA,  SAN  FRANCISCO,  and  NEW  YORK. 

Comments: 

[I]  PETROV:  Unidentified  MOSCOW  signature. 

16  August  1971 

TOP  SECRET[redacted]  VENONA 


